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What Is OVAL?

OVAL Language
– express specific machine states

– standardize the transfer of information

– XML based defined by XML Schema

OVAL Repository
– promote open and publicly available content

– central meeting place

open community standard
– to facilitate sharing

– open up the details

– utilize community expertise

sponsored by the US-CERT at the Department of Homeland Security
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Why OVAL

machine readable document
– less errors due to human translation

immediate response
– through automation

interoperability
– vendor neutral language

open to the user

<OVAL>

<definitions/>

<tests/>

</OVAL>

<OVAL>

<definitions/>

<tests/>

</OVAL>
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System Details

Registry

Files

RPMs

Processes
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texttext

Security Bulletin

Configuration Guide

Asset Description

The Language

<XML><XML>

Vulnerability Assessment

Asset Management

Report Generation

system

details
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OVAL Schema

Three separate XML schemas
– OVAL System Characteristics Schema
– OVAL Definition Schema
– OVAL Results Schema

Schema structure
– core schema
– individual component schemas

Natural for software authors to provide expertise
in shaping these schemas.
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OVAL System Characteristics

XML encoding of the details of a system
– file versions
– running processes
– patches installed
– etc.

provides a snapshot of the system
– save for auditing purposes
– use for analysis
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OVAL System Characteristics

System Identification

System Data

IP AddressOS Version

File Info

Registry InfoRPM Info

Dpkg Info Active Dir Info

Inetd Info Metabase Info

User Info
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OVAL Definition

the specific details that make up system state you want to 
test

composed of meta-data …
– Affected family, platforms, and products.
– Description
– CVE identifier or other reference

… and the set of tests (also known as the criteria)
– Tests can be written to describe any retrievable system 

information.
• registry values
• file permissions
• metabase contents
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OVAL Definition

Metadata

Criteria

AffectedTitle

File Test

RPM Test

Dpkg Test

Active Dir Test

Description References
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OVAL Results

XML encoding of the results of an analysis
– which systems are vulnerable?
– which systems are non-compliant?
– which patches should be installed?

Includes the details
– why are you vulnerable?
– why are you non-compliant?
– why should a patch be installed?
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OVAL Results

Oval Definitions

Results

System

System

System Characteristics

System

Definitions  -- true/false

Tests  -- true/false
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The OVAL ProcessThe OVAL Process
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Configuration Management

Expert in the
Field

Compliance
Checker

OVAL

Definition

OVAL

Definition
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Vulnerability Assessment

OVAL
Community

OVAL

Definition

OVAL

Definition

Assessment
Tool

Remediation
Tool

OVAL

Results

OVAL

Results
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Security Information Management (SIM)

OVAL

Results

OVAL

ResultsAssessment

Tool

Assessment

Tool

Compliance

Checker

OVAL

Results

OVAL

Results

OVAL

Results

OVAL

Results

SIM
Tool
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Centralized Audit Validation

OVAL
SC

OVAL
SC

Database

OVAL
SC

OVAL
SC

OVAL
SC

OVAL
SC

OVAL
SC

OVAL
SC

OVAL
SC

OVAL
SC
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Patching Applications

OS Vendor
OVAL

Definition

OVAL

Definition

Assessment
Tool

Patching
Tool

OVAL

Results

OVAL

Results
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NIST and their use of OVAL

configuration management use case
incorporates XCCDF
better automation than text document

NIST Compliance
Checker

XCCDF
Document

XCCDF
Document

OVAL
Document

OVAL
Document
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NIST SP800-68 Appendix A – 5.28

XCCDF

<Rule id="RequireCTRL_ALT_DEL" >

<Title>

Interactive logon:
Require CTRL+ALT+DEL

<Description>

Disabling the Ctrl+Alt+Del security
attention sequence can compromise …

<Check>

oval:gov.nist.1:def:69

OVAL

<definition id="oval:gov.nist.1:def:69">

<criteria>

Windows family, Windows XP, SP2, 32 bit

HKLM\Software\Microsoft\Windows\
CurrentVersion\Policies\System\

DisableCAD = 0

<metadata>

<title> Require CTRL_ALT_DEL

<reference> CCE-Winv2.0-390
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OVAL Compatibility

Categories
– producers
– consumers

Dependent on schema being used
– OVAL Definitions
– OVAL Results
– OVAL System Characteristics

Allows customers to know which tools will work together.
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Officially OVAL-Compatible

http://www.bigfix.com/index.html
http://www.kace.com/
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http://oval.mitre.org
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